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e High Availability & Redundancy:
e Deploy dual Distribution switches running HSRPv2 for default-
gateway failover
e LACP EtherChannel for link aggregation
e Rapid-PVST+ for loop-free switching topology

e Dual-Stack Campus Routing:


https://www.linkedin.com/in/abdelwahab-a-shendy/
https://abdelwahab-a-shendy.github.io/

e Implement end-to-end IPv4 and IPv6 addressing across all VLANS,
SVis

e Routed links using single-area dynamic routing (OSPFv2 & OSPFv3).

Multi-Site Connectivity:
e Connect the remote Branch Office via a routed WAN link and
configure Router-on-a-Stick (802.1Q encapsulation) for local Inter-
VLAN routing.

Centralized Network Services:

e Host dedicated infrastructure servers in a segregated Server Farm
(VLAN 60) to provide DHCP Relay, Split DNS, HTTP Web, FTP file
storage, local SMTP/POP3 Email, and centralized NTP & Syslog
logging.

Edge Translation & Internet Access:

e Provide redundant ISP edge routing with static default routing and
Port Address Translation (PAT / NAT Overload) for internal subnet
internet access.

Defense-in-Depth Hardening:

e Restrict management planes with SSHv2 and session limits, enforce
switchport-level Port Security (Sticky MAC) and BPDU Guard,
disable unused interfaces, and enforce Extended ACLs for strict
Guest isolation and Finance subnet protection.

Step 1-Initial Device Configuration & Security
Hardening

All Routers and Switchs With Change Username :

This section applies a standardized baseline configuration to all routers and
switches, including device naming, local authentication, password
encryption, SSHv2 secure remote access, console/VTY line security,
session timeouts, and login banners :

enable
configure terminal



//1.Hostname (Dist-SW1, Dist-SW2, HQ-R1, Access-SW1...)
hostname Dist-SW1

// Disable DNS Lookup & Set Domain Name
no ip domain-lookup
ip domain-name aaas.local

// Passwords & Local Admin User
enable secret cisco

// it depend what youwant with (enable & Auth) level
username admin privilege 15 secret admin

// OR

username admin privilege 1 secret admin

service password-encryption

// SSH v2 Configuration

crypto key generate rsa general-keys modulus 2048
ip sshversion?2

ip ssh time-out 120

ip sshauthentication-retries 3

// Console Line Security
line console O

password ciscoline
login local
exec-timeout 50
logging synchronous
exit

// VTY Lines (SSHOnly)
linevty 015

login local
transport input ssh
exec-timeout 50
logging synchronous
exit

//Add Banner
banner motd #AAAS Enterprise Network - Authorized Access Only#



// Legal Warning Banner
end
write memory

Verification(On one of the devices):

e Quickly check the settings :

[ ISP-R1

Physical = Config = CLI | Attributes

I0S Command Line Interface

ISP-R1#show running-config | include username|enable|hostname
hostname ISP-R1
enable secret 5 $1$MERr$hx5rVt7rPNoS4wgbXKX7me
username admin secret 5 $1$mERr$vTbHUl1N28cEp8lkLqrof/
ISP-Rl#show ip ssh
SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3
ISP-Ril#show line
Tty Line Typ Tx/Rx A Roty AccO AccI Uses Noise Overruns Int
- /0 -
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{ BlLine(s) not in async mode -or- with no hardware support:
{1 B ISP-Ri#show running-config | include banner |transport|exec-timeout
banner motd ~CAAAS Enterprise Network - Authorized Access Only”C
exec-timeout 5 0

exec-timeout 5 0

transport input ssh

exec-timeout 5 0

transport input ssh

ISP-R1#]

e show running-config | include username|enable|hostname
e showip ssh
e show linevty 015

e show running-config | include banner|transport|exec-timeout

Step 2 - Layer 2 Infrastructure Configuration
VLANSs Database and STP Configuration



Creates and standardizes VLANSs across all switches and enables Rapid-
PVST for Layer 2 loop prevention and redundancy :

conf t

vlan 10

name MANAGEMENT
vlan 20

name IT

vlan 30

name HR

vlan 40

name FINANCE
vlan 50

name SALES
vlan 60

name SERVERS
vlan 70

name GUEST
vlan 99

name NATIVE
vlan 100

name NET-MGMT
exit
spanning-tree mode rapid-pvst

Distribution Layer Configuration :

Gig1/0r11 RO BTy LACP EtherChannel (Port-Channel 1) Root ey

HSRP v2 Active (Priority 110) HSRP v2 Standby (P

EtherChannel : Dist-SW1---Dist-SW2 With gig 1/0/23-24

Root Primary(Dist-5W1) && Root Secondary(Dist-5W2)
Trunck Ports --> Access Switchs With gig 1/0/1-4

Configures Dist-SW1 as the STP Root Primary and Dist-SW2 as the Root
Secondary, with redundant trunk links and EtherChannel between the
distribution switches.

e On Dist-SW1 (Root Primary):
conf t

// Set the switch as the Root Primary for all VLANs
spanning-tree vlan 10,20,30,40,50,60,70,99,100 root primary



// EtherChannel with Dist-SW2 (Port-Channel 1)
interface range gigabitEthernet 1/0/23-24
//switchport trunk encapsulation dotiq

switchport mode trunk

switchport trunk native vlan 99

switchport trunk allowed vlan 10,20,30,40,50,60,70,99,100
channel-group 1 mode active

exit

// Trunks ports leading to access switches

interface range gigabitEthernet 1/0/1-4

//switchport trunk encapsulation dotiq

switchport mode trunk

switchport trunk native vlan 99

switchport trunk allowed vlan 10,20,30,40,50,60,70,99,100
no shutdown

exit

end

wr

e On Dist-sW2 (Root Secondary):

conf t
// Set the switch as Root Secondary for all VLANs
spanning-tree vlan 10,20,30,40,50,60,70,99,100 root secondary

// EtherChannel with Dist-SW1 (Port-Channel 1)
interface range gigabitEthernet 1/0/23-24

// switchport trunk encapsulation dotiq

switchport mode trunk

switchport trunk native vlan 99

switchport trunk allowed vlan 10,20,30,40,50,60,70,99,100
channel-group 1 mode active

exit

// Trunks ports leading to access switches

interface range gigabitEthernet 1/0/1-4

// switchport trunk encapsulation dotiq

switchport mode trunk

switchport trunk native vlan 99

switchport trunk allowed vlan 10,20,30,40,50,60,70,99,100



no shutdown
exit

end

wr

Access Layer Configuration - HQ :

Configures trunk uplinks and assigns end-user and server ports to their
corresponding VLANSs, with PortFast and BPDU Guard enabled for edge-port
protection.

e On Access-SW1 (Mgmt & IT):

conf t

// Uplinks pointing to Dist-SW1 and Dist-SW2
interface range gigabitEthernet 0/1-2
switchport mode trunk

switchport trunk native vlan 99

switchport trunk allowed vlan 10,20,30,40,50,60,70,99,100
no shutdown

exit

// 10 VLAN ports (Management PCs)
interface range fa0/1-2
switchport mode access
switchport access vlan 10
spanning-tree portfast
spanning-tree bpduguard enable
exit

// 20 VLAN ports (IT PCs)
interface range fa0/10- 11
switchport mode access



switchport access vlan 20
spanning-tree portfast
spanning-tree bpduguard enable
exit

end

wr

e On Access-SW2 (HR & Finance):

conf t

// Uplinks pointing to Dist-SW1 and Dist-SW2

interface range gigabitEthernet 0/1-2

switchport mode trunk

switchport trunk native vlan 99

switchport trunk allowed vlan 10,20,30,40,50,60,70,99,100
no shutdown

exit

// 30 VLAN ports (HR PCs)
interface range fa0/1-2
switchport mode access
switchport access vlan 30
spanning-tree portfast
spanning-tree bpduguard enable
exit

// 40 VLAN ports (Finance PCs)
interface range fa0/10- 11
switchport mode access
switchport access vlan 40
spanning-tree portfast
spanning-tree bpduguard enable
exit

end

wr

e On Access-SW3 (Guest & Sales):

conf t
// Uplinks pointing to Dist-SW1 and Dist-SW2
interface range gigabitEthernet 0/1-2



switchport mode trunk

switchport trunk native vlan 99

switchport trunk allowed vlan 10,20,30,40,50,60,70,99,100
no shutdown

exit

// 70 VLAN ports (Guest PCs)
interface range fa0/1-2
switchport mode access
switchport access vlan 70
spanning-tree portfast
spanning-tree bpduguard enable
exit

// 50 VLAN ports (Sales PCs)
interface range fa0/10- 11
switchport mode access
switchport access vlan 50
spanning-tree portfast
spanning-tree bpduguard enable
exit

end

wr

e On Access-SW4 (Server Farm Switch):

conf t

// Uplinks pointing to Dist-SW1 and Dist-SW2

interface range gigabitEthernet 0/1-2

switchport mode trunk

switchport trunk native vlan 99

switchport trunk allowed vlan 10,20,30,40,50,60,70,99,100
no shutdown

exit

// Server ports (VLAN 60)
interface range fa0/1-2
switchport mode access
switchport access vlan 60
spanning-tree portfast
spanning-tree bpduguard enable



exit
end
wr

Branch Configuration :

Branch Office (Remote Site)

Branch-5W

Uplinks -> Branch-R1
With gig 0/2
Switchport mode trunk

[
[ = |
PC-PT

PC-PT T
Mgmt_PC1 Mamt PC2 PC-PT Printer-PT BC-PT
e e L Guest_PCT

Hmu oy Guest
VLANZD VLANTO

With fastEthernet 0/1-2
: =rn With fastEthernet 0/10-11 With fastEthernet 0/20

Switchport mod es i
Ve p e A EETT=] Switchport mode access Switchport mode access

Configures the branch switch with a trunk uplink and assigns management,
IT, and guest devices to their respective VLANS :

e Branch Switch Settings Branch-SW :

conf t

// Uplink directed to the router Branch-R1 (Trunk)
interface gig0/2

switchport mode trunk

switchport trunk native vlan 99

switchport trunk allowed vlan 10,20,30,40,50,60,70,99,100
no shutdown

exit

// Mgmt (VLAN 10)
interface range fa0/1-2



switchport mode access
switchport access vlan 10
spanning-tree portfast
spanning-tree bpduguard enable
exit

// IT (VLAN 20)

interface range fa0/10- 11
switchport mode access
switchport access vlan 20
spanning-tree portfast
spanning-tree bpduguard enable
exit

// Guest (VLAN 70)

interface fa0/20

switchport mode access
switchport access vlan 70
spanning-tree portfast
spanning-tree bpduguard enable
exit

end

wr

EtherChannel Configuration

Gig1/0r11 :‘;‘;;PVZ";Z’Y . o) LACP EtherChannel (Port-Channel 1)
w2 Active (Priority EtherChannel : Dist-SW1---Dist-SW2 With gig 1/0/23-24.

Root Primary(Dist-5W1) && Root Secondary(Dist-5SW2)
Trunck Ports --> Access Switchs With gig 1/0/1-4

Bundles multiple physical links between the distribution switches into a
single logical Port-Channel using LACP for increased bandwidth and link
redundancy.

e in Dist-SW1 && Dist-SW2 in same time:

interface range gigabitEthernet 1/0/23-24

switchport mode trunk

switchport trunk native vlan 99

switchport trunk allowed vlan 10,20,30,40,50,60,70,99,100



channel-group 1 mode active
exit

Layer 2 Verification :

Verifies VLAN assignments, trunk status, EtherChannel operation, and STP
root placement to ensure the Layer 2 infrastructure is operating correctly.

e Dist-SW1 - Root & EtherChannel Core :

show etherchannel summary
show spanning-tree summary
show interfaces trunk

Attributes
105 Command Line Interface

Dist-SwWi#show etherchannel summary
Flags: D - down P - in port-channel
stand-alone s - suspended
Hot-standby (LACP only)
Layer3 S - Layer2
in use f - failed to allocate aggregator
unsuitable for bundling
waiting to be aggregated
default port

Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports

Po1(SU) LACP  Gigl/0/23(P) 6igl/0/24(P)
Dist-SWi#show spanning-tree summary
Switch is in rapid-pvst mode

Root bridge for: MANAGEMENT IT HR FINANCE SALES SERVERS GUEST NATIVE NET-MGMT
Extended system ID is enabled

Portfast Default is disabled

PortFast BPDU Guard Default 1is disabled

Portfast BPDU Filter Default is disabled

Loopguard Default is disabled

Etherchannel misconfig guard is disabled

UplinkFast is disabled

BackboneFast is disabled

Configured Pathcost method used is short

Blocking Listening Learning Forwarding STP Active

e Any Access-SW :




iSn o

show vlan brief
show interfaces trunk
show spanning-tree summary

Config cLl Attributes

105 Command Line Interface

Access-SW3#show vlan brief
VLAN Name Status

1 default active Fa0/3, Fa0/4, Fa0/5, Fab/6
Fae/7, Fa®/8, Fa0/9, Fab/12
Fa®0/13, Fa@/14, Fa®/15, Fa®/16
Fa®/17, Fa®/18, Fa0/19, Fa@/20
Fae/21, Fae/22, Fa®/23, Fa0/24
MANAGEMENT active
active
active
FINANCE active
SALES active Fa®/10, Fa®/11
SERVERS active
GUEST active FaB/1, Fa0/2
NATIVE active
NET - MGMT active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
Access-SW3#show interfaces trunk
Port Mode Encapsulation Status Native wvlan
Gige/1 on 802.1q trunking 99
Gige/s2 on 802.1q trunking 99

Port Vlans allowed on trunk
Gige/1 10,20, 30,40,50,60,70,99-100
Gige/2 10,20, 30, 40,50,60,70,99-100

Port Vlans allowed and active in management domain
Gigoe/1 10, 20, 30, 40,50, 60,70, 99, 100
Gige/2 10,20, 30,40,50,60,70,99,100

Port Vlans in spanning tree forwarding state and not pruned
Gigo/1 10,20, 30,40,50,60,70,99, 100
Gige/2 none

Access-SW3#show spanning-tree summary
Switch is in rapid-pvst mode

Root bridge for:

Extended system ID is enabled
Portfast Default is disabled
PortFast BPDU Guard Default 1is disabled
Portfast BPDU Filter Default is disabled
Loopguard Default is disabled

e Branch-SW - Remote Site Trunk & VLANS

show interfaces trunk
show vlan brief
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Port
6ige/2

Port
Gige/2

Port
Gige/2

Port
Gige/2

VLAN Name

Branch-SwW#show interfaces trunk

Native wvlan

Mode Encapsulation Status

on 802.1q trunking 99

Vlans allowed on trunk

10,20,70,99

Vlans allowed and active in management domain
10,20,70,99

Vlans 1in spanning tree forwarding state and not pruned
10,20,70,99

Branch-SW#show vlan brief

: 10 MANAGEMENT
20 IT
30 HR
40 FINANCE
50 SALES
60 SERVERS
70 GUEST
99 NATIVE
100 NET-MGMT
1002 fddi-default
1003 token-ring-default

Branch-Sw#

Step 3 - Layer 3 & Gateway Redundancy

1004 fddinet-default
F 1005 trnet-

default

Status

active

active
active
active
active
active
active
active
active
active
active
active
active
active

Fa0/3, Fa®/4, Fa®/5, Fab®/6
Fa0/7, Fa®/8, Fa®/9, Fa0/12
Fae/13, Fao/14,
Fa®/17, Fa@/18,
Fa0/22, Fa@/23,
Fae/1, Fae/2
Fa0/10, Fab6/11

FaB/26

1 default

Fa®/15, Fa®/16
Fa®/19, Fa®/21
Fad/24, 6Gigo/1

Configuration (Headquarters Core)
Addressing Scheme & HSRP Design

Defines the IPv4/IPv6 addressing scheme for all VLANs and establishes
HSRP virtual gateways for redundant default-gateway services

VLAN
ID

VLAN
10

VLAN
20

VLAN
30

VLAN
40

VLAN
50

Name

MANAGEMENT

IT

HR

FINANCE

SALES

IPv4 Subnet

192.168.10.0/24

192.168.20.0/24

192.168.30.0/24

192.168.40.0/24

192.168.50.0/24

Dist-SW1
IP (Active)

192.168.10.2
192.168.20.2
192.168.30.2
192.168.40.2

192.168.50.2

Dist-SW2

IP

(Standby)

192.168.10.3

192.168.20.3

192.168.30.3

192.168.40.3

192.168.50.3

Virtual IP
(HSRP
VIP)

192.168.10.1
192.168.20.1
192.168.30.1
192.168.40.1

192.168.50.1



VLAN Name IPv4 Subnet
ID

VLAN SERVERS 192.168.60.0/24

60

VLAN GUEST 192.168.70.0/24

70

VLAN NET-MGMT 192.168.100.0/24

100

Dist-SW1-HSRP Active

Dist-SW1
IP (Active)

192.168.60.2
192.168.70.2

192.168.100.2

Dist-SW2
IP
(Standby)

192.168.60.3
192.168.70.3

192.168.100.3

Virtual IP
(HSRP
VIP)

192.168.60.1
192.168.70.1

192.168.100.1

Enables Layer 3 routing and configures SVIs with IPv4/IPv6 addresses,
making Dist-SW1 the preferred HSRP Active gateway using higher priority
and preemption

e Dist-SW1 commands (HSRP Active - Priority 110 with Preempt) :

conf t

// Activate Routing
ip routing

ipv6 unicast-routing

// VLAN 10 - MANAGEMENT
interfacevlan 10

ip address 192.168.10.2 255.255.255.0
ipv6 address 2001:db8:acad:10::2/64
standby version 2

standby 10 ip 192.168.10.1

standby 10 priority 110

standby 10 preempt

no shutdown

exit

// VLAN20-IT

interface vlan 20

ip address 192.168.20.2 255.255.255.0
ipv6 address 2001:db8:acad:20::2/64
standby version 2

standby 20 ip 192.168.20.1

standby 20 priority 110



standby 20 preempt
no shutdown
exit

// VLAN 30 -HR

interface vlan 30

ip address 192.168.30.2 255.255.255.0
ipv6 address 2001:db8:acad:30::2/64
standby version 2

standby 30 ip 192.168.30.1

standby 30 priority 110

standby 30 preempt

no shutdown

exit

// VLAN 40 - FINANCE

interface vlan 40

ip address 192.168.40.2 255.255.255.0
ipv6 address 2001:db8:acad:40::2/64
standby version 2

standby 40 ip 192.168.40.1

standby 40 priority 110

standby 40 preempt

no shutdown

exit

// VLAN 50 - SALES

interface vlan 50

ip address 192.168.50.2 255.255.255.0
ipv6 address 2001:db8:acad:50::2/64
standby version 2

standby 50 ip 192.168.50.1

standby 50 priority 110

standby 50 preempt

no shutdown

exit

// VLAN 60 - SERVERS

interface vlan 60

ip address 192.168.60.2 255.255.255.0
ipv6 address 2001:db8:acad:60::2/64
standby version 2



standby 60 ip 192.168.60.1
standby 60 priority 110
standby 60 preempt

no shutdown

exit

// VLAN 70 - GUEST

interfacevlan 70

ip address 192.168.70.2 255.255.255.0
ipv6 address 2001:db8:acad:70::2/64
standby version 2

standby 70 ip 192.168.70.1

standby 70 priority 110

standby 70 preempt

no shutdown

exit

// VLAN 100 - NET-MGMT

interface vlan 100

ip address 192.168.100.2 255.255.255.0
ipv6 address 2001:db8:acad:100::2/64
standby version 2

standby 100 ip 192.168.100.1

standby 100 priority 110

standby 100 preempt

no shutdown

exit

end

wr

Dist-SW2 - HSRP Standby

Configures redundant SVIs and HSRP standby gateways on Dist-SW2 to
maintain gateway availability if Dist-SW1 fails

e Dist-SW2 commands (HSRP Standby - Priority 100 default) :

conf t

// Activate Routing
ip routing

ipv6 unicast-routing



// VLAN 10 - MANAGEMENT
interfacevlan 10

ip address 192.168.10.3 255.255.255.0
ipv6 address 2001:db8:acad:10::3/64
standby version 2

standby 10 ip 192.168.10.1

no shutdown

exit

// VLAN20-IT

interface vlan 20

ip address 192.168.20.3 255.255.255.0
ipv6 address 2001:db8:acad:20::3/64
standby version 2

standby 20 ip 192.168.20.1

no shutdown

exit

// VLAN 30 - HR

interface vlan 30

ip address 192.168.30.3 255.255.255.0
ipv6 address 2001:db8:acad:30::3/64
standby version 2

standby 30 ip 192.168.30.1

no shutdown

exit

// VLAN 40 - FINANCE

interface vlan 40

ip address 192.168.40.3 255.255.255.0
ipv6 address 2001:db8:acad:40::3/64
standby version 2

standby 40 ip 192.168.40.1

no shutdown

exit

// VLAN 50 - SALES
interface vlan 50
ip address 192.168.50.3 255.255.255.0
ipv6 address 2001:db8:acad:50::3/64
standby version 2



standby 50 ip 192.168.50.1
no shutdown
exit

// VLAN 60 - SERVERS
interface vlan 60

ip address 192.168.60.3 255.255.255.0
ipv6 address 2001:db8:acad:60::3/64
standby version 2
standby 60 ip 192.168.60.1

no shutdown

exit

// VLAN 70 - GUEST
interfacevlan 70

ip address 192.168.70.3 255.255.255.0
ipv6 address 2001:db8:acad:70::3/64
standby version 2
standby 70 ip 192.168.70.1

no shutdown

exit

// VLAN 100 - NET-MGMT
interface vlan 100

ip address 192.168.100.3 255.255.255.0
ipv6 address 2001:db8:acad:100::3/64
standby version 2
standby 100 ip 192.168.100.1

no shutdown

exit

end

wr

HSRP Verification :

e Execute the following command on Dist-SwW1 and Dist-SW2 :

show standby brief
show ip interface brief | include Vlan



AAAS Enterprise Network - Authorized Access Only
User Access Verification

Username:
Username: admin
Password:

Dist-SWi>ena

Password:

Dist-SWl#ena

Dist-swi#

Dist-SWi#

Dist-SWi#

Dist-SWi#

Dist-Swi#show standby brief

indicates configured to preempt.

Active
local
local
local
local
local
local

Interface Pri P State
viie 10 110 Active
110 P Active
116 P Active
110 P Active
110 P Active
116 P Active
110 P Active  local
118 Active local
Dist-Swi#show ip interface brief | include Vlan
unassigned YES unset
192.168.10. YES manua
192.168.20. YES manua
192.168.30. YES manua
192.168.40. YES manua
192.168.50. YES manua
192.168.60. YES manua
192.168.70. YES manua
192.168.100.2 YES manua
Dist-SwWi#

Step 4 - Centralized Services (Server Farm -

VLAN60):

Stan
192.
192.
192.
192.
192.
192.
192.
192.

dby

168.
168.
168.
168.
168.
168.
168.
168.

10.
20.
30.
40.
50.
60.
70.
100.3

Virtual

192.
192.
192.
192.
192.
192.
192.
192.

168

168.
168.
168.
168.
168.
168.
168.

administratively down

1 up
1 up
1 up
1 up
1 up
1 up
1 up
1 up

Attribute

AAAS Enterprise Network - Authorized Access Only
User Access Verification

Username:

Password:

Dist-SW2>ena

Dist-SW2#show standby brief
P indicates configured to p
|

Pri P State Active

100 Standby 192.168.10.

100 Standby 192.168.20.

160 Standby 192.168.30.

100 Standby 192.168.40.

100 Standby 192.168.50.

160 Standby 192.168.60.

100 Standby 192.168.70.

viie0 100 0] Standby 192.168.100.2

Dist-SwW2#show ip interface brief | include Vlan
unassigned YES unset
192.168.10. YES manua
192.168.20. YES manua
192.168.30. YES manua
192.168.40. YES manua
192.168.50. YES manua
192.168.60. YES manua
192.168.70. YES manua
192.168.100 YES manua

Interface

Dist-SwW2#

reempt.

Standby
local
local
local
local
local
local
local
local

virtual

192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.

administratively down

1 up
1 up
1 up
1 up
1 up
1 up
1 up
1 up




Server-PT
Server_1

Server-01 (Main Services)
DHCE, DM5, HTTPR, FTP

- Network: IP: 192.168.60.10/24
- GW: 192.168.60.1
- IPwvE: 2001:db8:acad 60 10/64

DINS:

- WWW.33a5.c0m

- https://www.aaas.com
- mail.aaas.com

- ftp.aaas.com

Web (HTTP}: Enabled

Server Farm Zone

WLAN 60 SERVERS :
With fastEthernet 0/1-2
Switchport mode access

Server-02 (Management & Logs)
Syslog, NTP, Mail

- Network: IP: 192.168.60.20/24

- GW: 192.168.60.1

- IPw6: 2001:db8:acad:60::20/64

- Syslog & NTP: Enabled & Synchronized

- Email (SMTP/POP3): Domain aaas.com (Users: it, hr)

Welcome to AAAS Enterprise Netwaork
Abdelwahab A Shendy

FTP:
User ftp / Pass cisco (RWDMNL)

DHCP Pools:
Pools for VLAMS 10, 20, 30, 40, 50, 70, 110, 120, 170

Server settings (Server-01 (DHCP, DNS, Web, FTP) ) :

1. Open Server and In Desktop - IP Configuration :
e IPv4 Address: 192.168.60.10

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.60.1

DNS Server: 192.168.60.10

IPv6 Address: 2001:db8:acad:60::10/64

IPv6 Gateway: 2001:db8:acad:60::1

2. Configure services on Server-01

e Open Services Tab on Server-01

e HTTP Service: Activate the service to ON and edit the index.html
page to write the following:

<h1>Welcome to AAAS Enterprise Network</h1>



<h1>Abdelwahab A Shendy</h1>

3. DNS Service: Activate the service on ON and add the following
record:

e DNS Record :
e Name: www.aaas.local
e Type: A Record
e |P Address: 192.168.60.10

e Add Mail record :

e Name: mail.aaas.com

e Type: A Record

e |P Address: 192.168.60.20 (IP Address Server_2)
e Add FTP record:

e Name: ftp.aaas.com

e Type: A Record

e |P Address: 192.168.60.10

4. DHCP Service: Activate the service to ON and create the following
pools, then press Add/Save for each pool :

POOL_GUEST 52.168.70. 255.255.255.0
POOL_SALES 52.168.50. 92. 60.10 92 0.10 255.255.255.0
POOL_FINANCE 92. 0. 92. 0 92 40.10 255.255.255.0
POOL_HR 92. 0. 92. ) 92 0.10 255.255.255.0

POOLIT 92. 0. 92. ) 92 2010 255.255.255.0

POOL_MGMT 92. 0. 92 60.10 92 0.10 255.255.255.0

serverPool 0.0.0.0 0.0.0.0 92.168.60.0 255.255.255.0

5. Enable DHCP Relay on the Distribution Switches

Command ip helper-address must be written under all user SVLs
interfaces to route DHCP Broadcast requests to Server-01

e Implemented on both switches ( Dist-SW1 and Dist-SW2 ):

conf t

interfacevlan 10

ip helper-address 192.168.60.10
exit



interface vlan 20

ip helper-address 192.168.60.10
exit

interface vlan 30

ip helper-address 192.168.60.10
exit

interface vlan 40

ip helper-address 192.168.60.10
exit

interface vlan 50

ip helper-address 192.168.60.10
exit

interface vlan 70

ip helper-address 192.168.60.10
exit

end

wr

6. Activating the FTP service on Server-01 and testing file uploading and
downloading from user devices:

e Open Services Tab - Chooes FTP
e Services : ON
e Username: ftp And Password: cisco

e Permissions: Select all permissions by checking the following:
RWDNL : Write , Read , Delete

e And Save
e Service testing from any device :

e Open IT PCO1 - Desktop Tab - Text Editor And Add and Save :
This is a backup test file from IT department.

e With Name: it test ftp.txt and Save

, Rename , List

e Connecting to the server and uploading the file , in Same Device:

ftp ftp.aaas.com

With User : ftp and Pass: cisco

e Upload to Server With command put :



put it test ftp.txt

Physical Config Desktop Programming Attributes
Command Prompt
ftp=put it_test_ftp.txt

Writing file it_test_ftp.txt to ftp.aaas.com:
File transfer in progress...

[Transfer complete - 45 bytes]

45 bytes coplied in 0.055 secs (818 bytes/sec)
ftp=dir

isting /ftp directory from ftp.aaas.com:

: 842- bin 5571584
923-k8.bin 30468096
>1841-advipservicesk9-mz.124-15.T1.bin 33591768
cl841-ipbase-mz.123-14.T7.bin 13832032
cl841-ipbasek9-mz.124-12 . bin 16599160
c1900-universalk9-mz.SPA.155-3.M4a.bin 33591768
c2600-advipservicesk9-mz.124-15.T1.bin 33591768
€2600-1-mz.122-28.bin 5571584
c2600-ipbasek9-mz.124-8.bin 13169700
c2800nm-advipservicesk9-mz.124-15.T1.bin 50938004
c2800nm-advipservi mz.151-4.M4.bin 33591768
c2800nm-ipbase-mz.123-14.T7.bin 5571584
c2800nm-ipbasek9-mz.124-8 . bin 15522644
€2900-universalk9-mz.SPA.155-3.M4a.bin 33591768
1412-mz .121-22.EA4.bin 3058048
c2950-i6g412-mz.121-22 .EA8.bin 3117396
c2960-lanbase-mz .122-25.FX.bin 4414921
€2960- lanbase-mz.122-25.SEE1.bin 4670455
€2960- lanbasek9-mz.150-2.SE4.bin 4670455
c3560-advipservices z.122-37.SE1.bin 8662192
c3560-advipservic 10713279
c800-universal .SPA.152-4 .bin 33591768
c800-universal mz .SPA.154-3.M6a.bin 83029236

cat3k_caa-unive 1k9.16.83.02.5PA.bin 505532849

1000-universalk9-mz.SPA.154-2.CG 159487552

i .CG 184530138

_ . 596133776

ir800-universalk9-bundle.SPA.156-3.M.bin 160968869
ir8ee-universalk9-mz.SPA.155-3.M 61750062
irs8@e-universalk9-mz.SPA.156-3.M 63753767
ir8ee_yocto-1.7.2.tar 2877440
ir8ee_yocto-1.7.2_python-2.7.3.tar 6912000

ir8340-mono-universalk9 iot.17.08.01a.SPA.pkg 685645824

it t _ftp.txt 45

pt1e6e60-i-mz.122-28.bin 5571584
pt3000-i6g412-mz.121-22.EA4.bin 3117390

Done

e |In Anther Device Download With HR 1 :
e open CMD And Connection With FTP server and Get File

get it test ftp.txt



Cisco Packet Tracer PC Command Line 1.0
C:\>ftp ftp.aaas.com

Trying to connect...ftp.aaas.com
Connected to ftp.aaas.com

220- Welcome to PT Ftp server
Username:ftp

331- Username ok, need password
Password:*x***

230- Logged in

(passive mode 0On)

ftp=>get it_test_ftp.txt

Reading file it test ftp.txt from ftp.aaas.com:
File transfer in progress...

[Transfer complete - 45 bytes]

45 bytes copied in 0 secs
ftp=

e jcan see the file in Text Editor :

Select Text File

1 fit_test_ftp.txt

2 sampleFile.txt

| Server-01 Configuration is Done (DHCP, DNS, HTTP, FTP)

Server settings Server-02 (Syslog, NTP, Email) :

1. Open Server and In Desktop - IP Configuration :
e |Pv4 Address: 192.168.60.20

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.60.1

DNS Server: 192.168.60.10

IPv6 Address: 2001:db8:acad:60::20/64

e |Pv6 Gateway: 2001:db8:acad:60::1

2. Configure the services to Server-02 and connect the switches to it :
e On Server-02 (Services Tab):
e Syslog: Set the status to ON.
e NTP: Set the status to ON, enter the correct date and time, and
ensure that Authentication is enabled if desired, or leave it



without a key.

3. Connecting the Switches to Server-02 (for recording and time
synchronization):
e Apply these commands to Dist-SW1, Dist-SW2 , and all Access
switches :

conf t
// Time synchronization via NTP
ntp server 192.168.60.20

// Sending logs to Syslog Server
logging host 192.168.60.20

logging trap debugging

service timestamps log datetime msec
end

wr

4. EMAIL service :
e Activating Services: Make sure ON is selected for both SMTP
Service and POP3Service :
e Add Domain Name :
e Inthe Domain Name : aaas.com Add Set
e Add Users:
e User: it And Password: cisco And ( +)
e User: hr And Password: cisco And ( +)

5. Configuring the email on users' devices (Clients Setup) :

e in devices (IT) :
e open device and open Desktop tab - Mail and Add :
e Your Name: IT
e Email Address: it@aaas.com

Incoming Mail Server: mail.aaas.com

Outgoing Mail Server (SMTP): mail.aaas.com
User Name: it

Password: cisco

e and Save



e in devices (HR) :

e open device and open Desktop tab - Mail and Add :
e Your Name: HR

e Email Address: hr@aaas.com

Incoming Mail Server: mail.aaas.com

Outgoing Mail Server (SMTP): mail.aaas.com
User Name: hr

Password: cisco
e and Save

Verification Centralized Services

1. Verification DHCP (Server-01) :
* in all devices - IP Configuration And choose DHCP

ramming | Attribut

Static
1PVa A 1Pv4 Address 192.168.50.1
Subnet Ma: Subn 255.255.2550
Default Gateway [pC—

DN Server

i qurs qura
® Automatic o Automatic
2001:DB8:ACAD: 1020C B5FFFECT 2001.DB8ACAD50:201-96FF-FEDB632
Link Local Addr FES0:20C BSFF-FECT 5058 Fes FEFEDB632

Default Gateway FEB0:201:C7FF:FECE:1 20

ult Gateway FEB0:201:C7FF:FECO:1205
DN 5 DNS Se

Financ

Config | Desktop | Programming | Attributes el

atic
192.168.40.10

sub 2552552550 ——
efault Gateway 92.168.40. .
Default Gateway 192.168.401 Default Gateway
DN Ser 192.16 e

b Defult G -> DS Server - Start 1P Address -> Subnet M
1PV6 Configuration

nfigura > 192.168.10.1 -> 192.168,60.10-> 192.168.10.10 -> 255.;

(il ICE > 192.16840.1 > 192.16860.10 > 192.168.40.10> 25
2001:DBBACAD40.260:47FF-FES-EB4D —— s S > 152168501 > 19216860.10-> 192.168.50,10 > 255.2

Link Local Addr
01:CTFF:FECI:1204

Default Gateway um Edit  Delete

DN Server

2. Verification DNS & Web (Server-01):
e DNS & Web: Open Web Browser and Write URL :

http://www.aaas.local
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Web Browser

E URL http:/fwww.aaas.local

Cisco Packet Tracer

Welcome to AAAS Enterprise
Network

Abdelwahab A Shendy

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide
Open.

Quick Links:
A small page
Copyrights
Image page
Image

Top

3. Verification FTP (File Transfer) (Server-01):

e Open IT PC01 -> Desktop Tab - Text Editor And Add and Save : This
is a backup test file from IT department.
e With Name: it test ftp.txt and Save

e Connecting to the server and uploading the file , in Same Device:
ftp ftp.aaas.com
e Upload to Server With command put :

put it test ftp.txt



Config
Command Prompt
ut it_test_ftp.txt

Writing file it _test ftp.txt to ftp.aaas.com:
File transfer in progres

[Transfer complete - 45 bytes]

45 bytes copied in 0.055 secs (818 bytes/sec)
ftp=dir

isting /

5571584
30468096
33591768
13832032
cl841-ipbasek9-mz.124-12.bin 16599160
c1900-universalk9-mz.SPA.155-3.M4a.bin 33591768
c2600-advipservic -mz.124-15.T1.bin 33591768
c2600-i-mz.122-28.bin 5571584
c2600-ipbasek9-mz.124-8.bi 13169700
i .T1.bin 50938004
-mz.151-4.M4.bin 33591768
c2808nm-iph .T7.bin 5571584
c2800nm-1ipb 9-mz.124-8.bin 15522644
€2900-universalk9-mz.SPA.155-3.M4a.bin 33591768
12-mz.121-22.EA4.bin
12-mz.121-22.EA8.bin
€2960- lanbase-mz.122-25.FX.bin
c2960- lanbase-mz .122-25.SEE1.bin
€2960- lanbasek9-mz .150-2.SE4.bin 4670455
c3560-advipserv -mz.122-37.SE1.bin 8662192
c3560-advipservicesk9-mz.122-46.SE.bin 10713279
c800-universalk9-mz.SPA.152-4.M4.bin 33591768
c800-universal mz .SPA.154-3.M6a.bin 83029236
cat3k_caa-universalk9.16.03.02.5PA.bin 505532849
griee0-universalk9-mz.SPA.154-2.CG 159487552
1000-universalk9-mz.SPA.156-3.CG 184530138
ie9k_iosxe.17.09.04.5PA.bin 596133776
ir800-universalk9-bundle.SPA.156-3.M.bin 160968869
ir8ee-unive -mz.SPA.155-3.M 61750062
irs8@e-universalk9-mz.SPA.156-3.M 63753767
ir8e60_yocto-1.7.2.tar 2877440
irgee_yocto-1.7.2_python-2.7.3.tar 6912000
ir834e-mono-universalk9_iot.17.08.01a.SPA.pkg 685645824
it_test_ftp.txt 45
ptl1000-i-mz.122-28.bin 5571584
pt3000-i16g412-mz.121-22 .EA4.bin 3117390

N B WO

Done

e In Anther Device Download With HR 1 :
e open CMD And Connection With FTP server and Get File :

get it test ftp.txt
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Command Prompt

] 0 Packet Tracer PC Command Line 1.0
C ftp ftp.aaas.com
Trying to connect...ftp.aaas.com
Connected to ftp.aaas.com
220- Welcome to PT Ftp server
Username:ftp
- Username ok, need password

word:

ftp=>get it_test_ftp.txt

Reading file it test ftp.txt from ftp.aaas.com:
File transfer in progress...

[Transfer complete - 45 bytes]

45 bytes copied in 0 secs
ftp=

e | can see the filein Text Editor

Physical | Config | Desktop o0 Select Text File

n in Text Editor

1 fit_test_ftp.txt

2 sampleFile.txt

4. Verification Email (SMTP / POP3) (Server-01)

e From IT PCO1 : Open Mail, press Compose, and send a message to
hr@aaas.com



e From HR PCO1 : Open Mail and press Receive

D Programming At s > D > Programming | Attributes

Subject Received Subject

Test Mail Mon Aug

Deli tatus N tion (Failure) Mon Aug

Top Top

4. Verification NTP & Syslog (Server-02)

e In Switches (Ex: Dist-SW1 ):

show ntp status
show ntp associations

Dist-SWi#

Dist-Swi#

Dist-SWil#show ntp status

Clock is synchronized, stratum 2, reference is 192.168.60.20

nominal freq 1s 250.0000 Hz, actual freq is 249.9990 Hz, precision 1is 2%*24

reference time is FFFFFFFFEEGBOSAL.000OBO9F (9:15:13.159 UTC Mon Aug 24 2026)

clock offset is 0.00 msec, root delay is 0.00 msec

root dispersion is 284.32 msec, peer dispersion is ©.12 msec.

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is - ©.000001193 s/s system poll interval is 4, last update was 16 sec ago.
Dist-SWil#show ntp associatiaons

address ref clock st when poll reach delay offset disp

*~192.168.60.20 127.127.1.1 1 87 16 240 0.00 0.00 0.12

* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

Dist-SWii El

e Open Services - Syslog :

Time HostName

5-CONFIG_I: Configured

5. Verification DHCP Relay in Switch :

show running-config | include helper-address
show running-config | section interface Vlan



Dist-SW1 Multilayer L3
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105 Command Line Interface

Dist-SWi#show running-config | include helper-address
ip helper-address 192.168.60.10

ip helper-address 192.168.60.10

ip helper-address 192.168.60.10

ip helper-address 192.168.60.10

ip helper-address 192.168.60.10

ip helper-address 192.168.60.10
Dist-SWi#show running-config | section interface Vlan
interface Vlanl

no ip address

shutdown
interface Vl1anl0

mac-address 0001.c7c9.1201

ip address 192.168.10.2 255.255.255.0
ip helper-address 192.168.60.10

ipv6 address 2001:DB8:ACAD:10::2/64
standby version 2

standby 10 ip 192.168.10.1

standby 10 priority 110

standby 10 preempt
interface Vlan20

mac-address 0001.c7c9.1202

ip address 192.168.20.2 255.255.255.0
ip helper-address 192.168.60.10

ipv6 address 2001:DB8:ACAD:20::2/64
standby version 2

standby 20 ip 192.168.20.1

standby 20 priority 110

standby 20 preempt
interface V1an30

mac-address 0001.c7c9.1203

ip address 192.168.30.2 255.255.255.0
ip helper-address 192.168.60.10

ipv6 address 2001:DB8:ACAD:30::2/64
standby version 2

standby 30 ip 192.168.30.1

standby 30 priority 110

standby 30 preempt

Step 5 -Branch Office Setup :



Branch-SW

Uplinks -> Branch-R1
With gig 0v2
Switchport mode trunk

PC-PT

Mgmt_PC1 Mgmt_PC2

WLAN1TO

With fastEthernet 071-2
Switchport mode access

Branch Office (Remote Site)

—

& Gighiz2 30V20

F Faon

Printer-PT
IT Printer

PC-PT
IT_PC1

VLANZO

With fastEthernet 0/10-11
Switchport mode access

AAAS Company
aaas.com

HQ-R1 + Branch-R1

IPV4 Subnet -> 10.0.0.8/30
HQ-R1(Gig0/1): 10.0.0.9
Branch-R1 (Gigd/ 1) 10.0.0.10

IPw6 Prefix - 2001:db8acad: 1003::/64 {1/ .2)

PC-PT
Guest_PC1

Guest
VLANTO

With fastEthernet /20
Switchport mode access

Branch-R1- Router-on-a-Stick Configuration

Configures 802.1Q sub-interfaces on Branch-R1to provide inter-VLAN
routing and IPv4/IPv6 gateways for the branch VLANSs.

Table of Addresses for Branch Departments :

VLAN Section IPv4 Subnet Branch-R1 IPv6 Prefix
ID Gateway
(Sub-
interface IP)
VLAN Branch 192.168.110.0/24 192.168.110.1 2001:db8:acad:110::1/64
10 Management
VLAN Branch IT & 192.168.120.0/24 192.168.120.1 2001:db8:acad:120::1/64
20 Printer
VLAN Branch Guest 192.168.170.0/24 192.168.170.1 2001:db8:acad:170::1/64
70
VLAN Native VLAN - — =
99

1. Router branch commands Branch-R1 (Router-on-a-Stick) :



conf t
// Enable IPv6 Routing
ipv6 unicast-routing

// The main port leading to the switchwithout an IP address
interface gig0/2

no ip address

no shutdown

exit

// VLAN 10 (Branch Management)
interface gig0/2.10

encapsulation dot1Q 10

ip address 192.168.110.1 255.255.255.0
1pv6 address 2001:db8:acad:110::1/64
ip helper-address 192.168.60.10

no shutdown

exit

// VLAN 20 (Branch IT & Printer)
interface gig0/2.20
encapsulationdot1Q 20

ip address 192.168.120.1 255.255.255.0
ipv6 address 2001:db8:acad:120::1/64
ip helper-address 192.168.60.10

no shutdown

exit

// VLAN 70 (Branch Guest)

interface gig0/2.70

encapsulation dot1Q 70

ip address 192.168.170.1 255.255.255.0
1pv6 address 2001:db8:acad:170::1/64
ip helper-address 192.168.60.10

no shutdown

exit

// VLAN 99 (Native VLAN Sub-interface)
interface gig0/2.99

encapsulation dot1Q 99 native

no shutdown



exit
end
wr

Branch-SW - Trunk & Access Configuration :

Configures the trunk link between Branch-SW and Branch-R1 and assigns
branch endpoints to their respective VLANs with basic Layer 2 protection.

e Reviewing Branch-SW commands :

conf t

// The port connected to the router (Gig0/2) is 802.1Q Trunk
interface gig0/2

switchport mode trunk

switchport trunk native vlan 99
switchport trunk allowed vlan 10,20,70,99

no shutdown

exit

// VLAN device ports 10 (Branch Mgmt PCs)
interface range fa0/1-2
switchport mode access
switchport access vlan 10

spanning-tree portfast

spanning-tree bpduguard enable

exit

// VLAN device ports 20 (Branch IT & Printer)
interface range fa0/10- 11
switchport mode access
switchport access vlan 20

spanning-tree portfast

spanning-tree bpduguard enable

exit

// VLAN device ports 70 (Branch Guest PC)
interface fa0/20
switchport mode access
switchport access vlan 70
spanning-tree portfast



spanning-tree bpduguard enable
exit

end

wr

Branch DHCP Configuration :

Creates dedicated DHCP pools on the HQ server to dynamically assign IP
addresses, default gateways, and DNS information to branch clients.

e Add branch DHCP domains to Server-01
e Open Server-01 - Services - DHCP - Add Pools :

Pool Name Default DNS StartIP Subnet Maxii
Gateway Server Address Mask Use

BRANCH_MGMT 192.168.110.1 192.168.60.10 192.168.110.10 255.255.255.0 50
BRANCH_IT 192.168.120.1 192.168.60.10 192.168.120.10 255.255.255.0 50

BRANCH_GUEST 192.168.170.1 192.168.60.10 192.168.170.10 255.255.255.0 50

_ Start
Paol Default DNS I Subnet
MName Gateway Server Mask
: Address

BRAMNCH_GUEST 192.168.170.1 192.168.60.10 192.168.170.10 255.255.255.0

BRAMCH_IT 192.168.120.1 192.168.60.10 192.168.120.10 255.255.255.0

BRAMNCH_MGMT 192.168.110.1 192.168.60.10 192.168.110.10 255.253.255.0

Branch Connectivity Verification :

Verifies sub-interface status, gateway connectivity, and inter-VLAN
communication within the branch network :

e \erification Sub-interfaces status :
e In Branch-R1

show ip interface brief
e To confirm the Dual-Stack on the branch, you can type :

show ipv6e interface brief



Branch-R1
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Password:

Branch-R1>ena
Password:
Branch-R1#
Branch-R1#
Branch-R1#
Branch-Rl#show ip interface brief
Interface IP-Address 0K? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset administratively down down
GigabitEthernet0/1 unassigned YES unset administratively down down
GigabitEthernet8/2 unassigned YES unset up up
GigabitEthernet®/2.10 192.168.110.1 YES manual up up
GigabitEthernet®/2.20 192.168.120.1 YES manual up up
GigabitEthernet®/2.70 192.168.170.1 YES manual up up
GigabitEthernet®/2.99 unassigned YES unset up up
Vlani unassigned YES unset administratively down down
Branch-Rl#show ipv6 interface brief
GigabitEthernet@/0@ [administratively down/down]

unassigned
GigabitEthernet0/1 [administratively down/down]

unassigned
GigabitEthernet0/2 [up/up]

unassigned
GigabitEthernet0/2.10 [up/up]

FE80: :2D0:58FF :FEA2:ECO3

2001:DB8:ACAD:110::1
GigabitEthernet0/2.20 [up/up]|

FE80: :2D0O:58FF:FEA2:ECO3

2001:DB8:ACAD:120::1
GigabitEthernet0/2.70 [up/up]

FE80: :2D0:58FF:FEA2:ECO3

2001:DB8:ACAD:170::1
GigabitEthernet0/2.99 [up/up]

unassigned
Vlanl [administratively down/down]

unassigned
Branch-R1#

Step 6 - Dynamic Routing & WAN Connectivity
(OSPF):



AAAS Company
aaas.com

Internet Service Provider (ISP)

203.0.113.5

Edge PAT (MAT Overload) + Default Static Route

HG-R1 « ISP-R1 HEG-R2 — ISP-R1
IPV4 Subnet -> 203.0.113.0/30
HQ-R1 (Gig0/0): 203.0.113.2
ISP-R1 (GigD/0/0): 203.0.113.1

IPV4 Subnet -> 203.0.113.4/30
HQ-R2 {Gig0/0): 203.0.113.6
ISP-R1 (Gig0A/1): 203.0.113.5

IPvE Prefix : 2001:db8:feed:1:2/64 (2 / .1) § IPvE Prefix : 2001:db8:feed:2::/64 (.2 .7)

203.0.113.2 2030.1136
Headquarters Core & Edge Distribution {(HA & Routing)
Routing: O5PFv2 (IPv4) & O5PFv3 (IPVE) - Area 0

GigD/1 ‘—i'L
Gig0/2 [

HQ-R1 Primary

Dist-5W1 & 2

Point-to-Point Addressing Scheme

Defines the IPv4 and IPv6 addressing for routed point-to-point links
connecting the HQ, branch, and ISP infrastructure.

(Link) IPv4 Subnet First Second IPv6 Prefix (/127 oi
(/30) Device device end 64/)
End

HQ-R1 & 10.0.0.0/30 HQ-R1 Dist-SW1 2001:db8:acad:1001::/64
Dist-SW1 (Gig0/2): (Gig1/0/11): (1/.2)

10.0.0.1 10.0.0.2
HQ-R2 < 10.0.0.4/30 HQ-R2 Dist-SW?2 2001:db8:acad:1002::/64
Dist-SW2 (Gig0/1): (Gig1/0/11): (1/.2)

10.0.0.5 10.0.0.6
HQ-R1 & 10.0.0.8/30 HQ-R1 Branch-R1 2001:db8:acad:1003::/64
Branch-R1 (Gig0o/1): (Gigo/1): (1/.2)
(WAN) 10.0.0.9 10.0.0.10
HQ-R1 & 203.0.113.0/30 HQ-R1 ISP-R1 2001:db8:feed:1::/64 (.2
ISP-R1 (Gig0/0): (Gig0/0/0): /1)
(Public) 203.0.113.2 203.0.113.1
HQ-R2 & 203.0.113.4/30 HQ-R2 ISP-R1 2001:db8:feed:2::/64 (.2
ISP-R1 (Gig0/0): (Gig0/0/1): /)
(Public) 203.0.113.6 203.0.113.5

Distribution Layer - OSPF Configuration

Configures the distribution switches with routed uplinks and
OSPFv2/0OSPFv3 to exchange internal IPv4 and IPv6 routes dynamically.



e |In Dist-SW1 :

conf t

// Convert the port connected to HQ-R1 to a Routed Port
interface GigabitEthernet 1/0/11

no switchport

ip address 10.0.0.2 255.255.255.252

ipv6 address 2001:db8:acad:1001::2/64

no shutdown

exit

// Enable OSPFv2 (IPv4)

router ospf 1

router-id 1.1.1.1

passive-interface default

no passive-interface gig1/0/11

// no passive-interface port-channel 1
network 10.0.0.0 0.0.0.3 area 0

network 192.168.0.0 0.0.255.255 area 0
exit

// Enable OSPFv3 (IPv6)
ipv6 router ospf 1
router-id 1.1.1.1

exit

interface gig1/0/11
ipv6 ospf 1 area0
exit

interfacevlan 10
ipvé ospf 1 area0
exit

interface vlan 20
ipv6 ospf 1 area0
exit

interface vlan 30
ipv6 ospf 1 area0



exit

interface vlan 40
ipv6 ospf 1 area0
exit

interface vlan 50
ipv6 ospf 1 area0
exit

interface vlan 60
ipvé ospf 1 area0
exit

interface vlan 70
ipv6 ospf 1 area0
exit

interface vlan 100
ipv6 ospf 1 area0
exit

end
wr

e In Dist-SW2 :

conf t

// Convert the port connected to HQ-R2 to a Routed Port
interface gig1/0/11

no switchport

ip address 10.0.0.6 255.255.255.252

ipv6 address 2001:db8:acad:1002::2/64

no shutdown

exit

// Enable OSPFv2 (IPv4)
router ospf 1

router-id 2.2.2.2
passive-interface default



no passive-interface gig1/0/11
// no passive-interface port-channel 1
network 10.0.0.4 0.0.0.3 area 0

network 192.168.0.0 0.0.255.255 area 0
exit

// Enable OSPFv3 (IPv6)
ipv6 router ospf 1
router-id 2.2.2.2

exit

interface gig1/0/11
ipv6 ospf 1 area0
exit

interface vlan 10
ipv6 ospf 1 area0
exit

interface vlan 20
ipv6 ospf 1 area0
exit

interface vlan 30
ipv6 ospf 1 area0
exit

interface vlan 40
ipv6 ospf 1 area0
exit

interface vlan 50
ipv6 ospf 1 area0
exit

interface vlan 60
ipv6 ospf 1 area0
exit

interface vlan 70
ipv6 ospf 1 area0
exit



interface vlan 100
ipv6 ospf 1 area0
exit

end
wr

HQ-R1- Primary Edge Router

Provides the primary WAN and ISP connectivity, advertises the default route
through OSPF, and connects the HQ core with the branch and external
network

e |In Basis HQ-R1

conf t
ipv6 unicast-routing

// Portdirected to the ISP (Public Link)
interface gig0/0

ip address 203.0.113.2 255.255.255.252

ipv6 address 2001:db8:feed:1::2/64

no shutdown

exit

// Port pointing to Branch-R1 (WAN Link)
interface gig0/1

ip address 10.0.0.9 255.255.255.252

ipv6 address 2001:db8:acad:1003::1/64

no shutdown

exit

// Port pointing to Dist-SW1 (Internal Core Link)
interface gig0/2

ip address 10.0.0.1 255.255.255.252

ipv6 address 2001:db8:acad:1001::1/64

no shutdown

exit

// Default Static Routes towards the ISP



ip route 0.0.0.0 0.0.0.0 203.0.113.1
ipv6 route ::/0 2001:db8:feed:1::1

// OSPFv2 with Default Route passed
router ospf 1

router-id 11.11.11.11

network 10.0.0.0 0.0.0.3 area 0
network 10.0.0.8 0.0.0.3 area 0
default-information originate
exit

// OSPFv3 with Default Route passed
ipv6 router ospf 1

router-id 11.11.11.11
default-information originate
exit

interface gig0/1
ipv6 ospf 1 area0
exit

interface gig0/2
ipv6 ospf 1 area0
exit

end

wr

HQ-R2 - Secondary Edge Router

Provides redundant WAN and ISP connectivity using a backup default route
and OSPF to maintain routing availability during primary-link failure

e Backup Router Settings HQ-R2 :

conf t
ipv6 unicast-routing

// Port directed to the ISP (Public Link)
interface gig0/0

ip address 203.0.113.6 255.255.255.252

ipv6 address 2001:db8:feed:2::2/64

no shutdown



exit

// Port pointing towards Dist-SW2 (Internal Core Link)
interface gig0/1

ip address 10.0.0.5 255.255.255.252

ipv6 address 2001:db8:acad:1002::1/64

no shutdown

exit

// Default Static Route towards the ISPwith higher Metric (Floating
Backup)

ip route 0.0.0.0 0.0.0.0 203.0.113.5 10

ipv6 route ::/0 2001:db8:feed:2::1 10

// OSPFv2

router ospf 1

router-id 22.22.22.22
network 10.0.0.4 0.0.0.3 area 0

// default-information originate metric 20
default-information originate

exit

// OSPFv3

ipv6e router ospf 1

router-id 22.22.22.22

// default-information originate metric 20
default-information originate

exit

interface gig0/1
ipv6 ospf 1 area0
exit

end

wr

Branch-R1- WAN & OSPF Configuration

Establishes the WAN connection with HQ and advertises the branch VLAN
networks through OSPF for end-to-end dynamic routing.

e |In Branch-R1



conf t

// Port connected to HQ via WAN
interface gig0/1

ip address 10.0.0.10 255.255.255.252
ipv6 address 2001:db8:acad:1003::2/64
no shutdown

exit

// Enable OSPFv2

router ospf 1

router-id 33.33.33.33
passive-interface default

no passive-interface gig0/1
network 10.0.0.8 0.0.0.3 area 0
network 192.168.110.0 0.0.0.255 area 0
network 192.168.120.0 0.0.0.255 area 0
network 192.168.170.0 0.0.0.255 area 0
exit

// Enable OSPFv3
ipv6 router ospf 1
router-id 33.33.33.33
exit

interface gig0/1
ipv6 ospf 1 area0
exit

interface gig0/2.10
ipv6 ospf 1 area0
exit

interface gig0/2.20
ipv6 ospf 1 area0
exit

interface gig0/2.70
ipv6 ospf 1 area0
exit

end

wr

ISP-R1 - Internet Simulation



Simulates the ISP network and external Internet connectivity using public
addressing and a loopback interface representing an external service.

In ISP-R1 Simulates :

conf t
ipv6 unicast-routing

// Port connected to HQ-R1
interface gig0/0/0

ip address 203.0.113.1 255.255.255.252
ipv6 address 2001:db8:feed:1::1/64
no shutdown

exit

// Port connected to HQ-R2
interface gig0/0/1

ip address 203.0.113.5 255.255.255.252
ipv6 address 2001:db8:feed:2::1/64
no shutdown

exit

// Simulated external web server (Simulated Internet / DNS 8.8.8.8)
interface loopback 0

ip address 8.8.8.8 255.255.255.255

ipv6 address 2001:4860:4860::8888/128

no shutdown

exit

// Directing Public Blocks to HQ Routers
ip route 203.0.113.0 255.255.255.0 203.0.113.2
end

wr

OSPF & Connectivity Verification :

Verifies OSPF neighbor relationships, learned routes, default-route
propagation, and DHCP connectivity between the branch and HQ.

e OSPF Neighbors State In HQ-R1:



show ip ospf neighbor
show ipv6 ospf neighbor

HQ-R1 Primary
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AAAS Enterprise Network - Authorized Access Only

User Access Verification

Username:
Username:
Username: admin
Password:

HQ-R1>ena
Password:
HQ-Rl#show ip ospf neighbor

Neighbor ID Pri  State Dead Time  Address
33.33.33.33 1 FULL/DR 00:00:35 10.0.0.10
1.1.1.1 1  FULL/BDR 00:00:37 10.0.0.2
HQ-R1l#show ipv6 ospf neighbor

Neighbor ID Pri  State Dead Time  Interface ID
33.33.33.33 1  FULL/BDR 00:00:33 2

1.1.1.1 1 FULL/DR 00:00:33 11

HQ-R1#

e Routing Table & Default Route in Branch-R1:

show ip route ospf
show ipv6 route ospf

Interface
GigabitEthernet0/1
GigabitEthernet0/2

Interface
GigabitEthernet0/1
GigabitEthernet8/2
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Branch-R1#
Branch-Rl#show ip route ospf
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

0 10.0.0.0 [110/2] via 10.0.0.9, 00:12:23, GigabitEthernet0/1

0 192.168.10.0 [110/3] via 10.0.0.9, 00:12:23, GigabhitEthernet0/1

0 192.168.20.0 [110/3] via 10.0.0.9, 00:12:23, GigabitEthernet®/1

0 192.168.30.0 [110/3] via 10.0.0.9, 00:12:23, GigabitEthernet®/1

0 192.168.40.0 [110/3] via 10.0.0.9, 00:12:23, GigabitEthernet0/1

0 192.168.50.0 [116/3] via 10.0.0.9, 00:12:23, GigabitEthernet0/1
0 192.168.60.0 [110/3] via 10.0.0.9, 00:12:23, GigabhitEthernet0/1
0 192.168.70.0 [116/3] via 10.0.0.9, 00:12:23, GigabitEthernet0/1
0 192.168.100.0 [110/3] via 10.0.0.9, 00:12:23, GigabitEthernet0/1
0*E2 0.0.0.0/0 [110/1] via 10.0.0.9, 00:11:26, GigabitEthernet6/1

Branch-Rl#show ipv6 route ospf
IPv6 Routing Table - 12 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPvE
I1 - ISIS L1, I2 - ISIS L2, TA - ISIS interarea, IS - ISIS summary
0 - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
OE2 ::/0 [110/1], tag 1
via FE80::201:42FF:FE3A:BA02, GigabitEthernet0/1
0O 2001:DB8:ACAD:1001::/64 [110/2]
via FE80::201:42FF:FE3A:BA02, GigabitEthernet0/1
0 2001:DB8:ACAD:1002::/64 [110/4]
via FE80::201:42FF:FE3A:BA02, GigabitEthernete/1
Branch-R1#
Branch-R1#

In Dist-SW1 :

show ip route ospf

Dist-Swi#
Dist-Swi#
Dist-SWl#show ip route ospf

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
0 10.0.0.8 [110/2] via 10.0.0.1, 00:13:05, GigabitEthernetl1/0/11
0 192.168.110.0 [110/3] via 10.0.0.1, 00:12:55, GigabitEthernet1/0/11
0 192.168.120.0 [110/3] via 10.0.0.1, 00:12:55, GigabitEthernetl1/0/11
0 192.168.170.0 [110/3] via 10.0.0.1, 00:12:55, GigabitEthernetl1/0/11
0*E2 0.0.0.0/0 [110/1] via 10.0.0.1, 00:12:08, GigabitEthernetl/0/11

Dist-SWi#
Dist-SWi#



* Retracting the IP in the branch via the WAN (DHCP Relay Over WAN):

Mgmt_PC1 Guest_PC1

Physical =~ Config = Desktop = Programming  Attributes *hy Desktop  Programming Aftributes

FastEthernetd

® DHCP Static ® DHCP Static DHCP request
IPv4 Address 192.168.110.10 IPv4 Address 192.168.170.10

Subnet Mask 255.255.255.0 Subnet Mask 255.255.255.0

Default Gateway 192.168.110.1 Default Gateway 192.168.170.1

DNS Server 192.168.60.10 DNS Server 192.168.60.10

IPvE Configuration IPv6 Configuration
Static ®  Automatic Static IpvE request s
2001:DB8:ACAD:110:2EQ:A3FF:FECB: 7251 /B4 IPv6 Address 2001:DB8:ACAD:170:201:96FF:FEE8:DBC
Link Local Address FEBD: 3FF:FECE7251 Link Local Address 6FF-FEEB:DECB
Default Gateway 30 0:58FF-FEAZ-ECO3 Default Gateway 1 BFF:FEAZECO3

DNS Server DNS Server

BO2.1X

e End-to-End Dual-Stack Ping :

ping 192.168.60.10
ping 8.8.8.8

Brand Physical Config Desktop Pragramming Attributes

Uplin Command Prompt
With g
Switch
Cisco Packet Tracer PC Command Line 1.0

C:\>ping 192.168.60.10

Pinging 192.168.60.10 with 32 bytes of data:

Reply from 192.168.60.10: bytes=32 time<lms TTL=125
/ Reply from 192.168.60.10: bytes=32 time<lms TTL=125

// Reply from 192.168.60.10: bytes=32 time<lms TTL=125
1' Reply from 192.168.60.10: bytes=32 time<lms TTL=125
Fal
; Ping statistics for 192.168.60.10:
- Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
Mgmt Minimum = Oms, Maximum = Oms, Average = Oms

VLANTO
With fastEthernet 0/ C:\>ping 8.8.8.8

Switchport mode ad|

Pinging 8.8.8.8 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 8.8.8.8:

connection to 8.8.8.8 will work after the NAT step in the next stage

Step 7 - Edge NAT/PAT & Internet Simulation:



PAT (NAT Overload)

e HQ-R1 (Port Address Translation - Overload) :

conf t

// Defining the internal and external interfaces of the NAT
interface gig0/0

ip nat outside

exit

interface gig0/1
ip nat inside
exit

interface gig0/2
ip nat inside
exit

// Create an Access Control List (ACL) to specify the networks allowed
for translation

// Includes HQ networks (192.168.0.0/16), branch networks, and link
networks (10.0.0.0/8)

ip access-list standard NAT ALLOWED

permit 192.168.0.0 0.0.255.255

permit 10.0.0.0 0.255.255.255

exit

// Enable PAT by translating ACL to the external port IP address
Gig0/0
ip nat inside source list NAT ALLOWED interface gig0/0 overload

end
wr

e Add NAT in HQ-R2 ( Redundancy) :

conf t

interface gig0/0
ip nat outside



exit

interface gig0/1
ip nat inside
exit

ip access-list standard NAT ALLOWED
permit 192.168.0.0 0.0.255.255

permit 10.0.0.0 0.255.255.255

exit

ipnat inside source list NAT ALLOWED interface gig0/0 overload

end
wr

NAT/PAT Verification :

e Test connect internet (in Pc Devices) :

C:\>ping 8.8.8.8

[ N Mgmt_PC1

Physical Config Desktop Programming Aftributes
Command Prompt

C:\>

C:\>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time<lms TTL=253
Reply from 8.8.8.8: bytes=32 time=1ms TTL=253
Reply from 8.8.8.8: bytes=32 time<lms TTL=253
Reply from 8.8.8.8: bytes=32 time<lms TTL=253

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1ms, Average = Oms

C:\>

e NAT Translations Table (in HQ-R1 ):
e watch Translations session during make ping



show ip nat translations
show ip nat statistics

[ ] HQ-R1 Primary
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HQ-Rl#show ip nat translations

Pro 1Inside global Inside local Outside local Outside global
: tcp 203.0.113.2:1025 192.168.170.10:10258.8.8.8:80 8.8.8.8:80
| tcp 203.0.113.2:1026 192.168.,170.10:10268.8.8.8:80 8.8.8.8:80
i tcp 203.0.113.2:1027 192.168.170.10:10278.8.8.8:80 8.8.8.8:80
. tcp 203.0.113.2:1028 192.168.170.10:10288.8.8.8:80 8.8.8.8:80
f tcp 203.0.113.2:1029 192.168.,170.,10:10298.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1030 192.168.170.10:10308.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1031 192.168.170.10:10318.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1032 192.168,170.,10:10328.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1033 192.168.170.10:10338.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1034 192.168.170.10:10348.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1035 192.168.170.10:10358.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1036 192.168.170.10:10368.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1037 192.168.170.10:10378.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1038 192.168.170.10:10388.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1039 192.168.170.10:10398.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1040 192.168.170.10:10408.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1041 192.168.170.10:10418.8.8.8:80 8.8.8.8:80
tcp 203.0.113.2:1042 192.168.170.10:10428.8.8.8:80 8.8.8.8:80

HQ-Rl#show ip nat statistics

Total translations: 3 (0 static, 3 dynamic, 3 extended)
Outside Interfaces: GigabitEthernet0/0

Inside Interfaces: GigabitEthernet®/1 , GigabitEthernet®/2
Hits: 22 Misses: 30

Expired translations: 19

Dynamic mappings:

HQ-R1#4]

Step 8 - Security Hardening & ACLs:
Extended ACLs applied to Distribution switches :

Required security rules:

e Guest Isolation (VLAN 70): Allow access only to DHCP, DNS, and
external internet services, and block access to all internal company
networks (192.168.0.0/16 and 10.0.0.0/8).

e Finance Network Protection (VLAN 40): Allow access only to the
Management (VLAN 10) and IT (VLAN 20) departments, blocking access



to all other departments.

e Server Farm Security (VLAN 60): Allow all employees access to web
services (HTTP/HTTPS), DNS, email, and FTP, and restrict server
management (SSH/ICMP) to the IT and Management departments only.

e In Dist-SW1 and Dist-SwW2 :

conf t

// 1. ACL for Guest Isolation (VLAN 70)
ip access-list extended GUEST RESTRICTION

// Allow DHCP and DNS

permit udp 192.168.70.0 0.0.0.255 host 192.168.60.10 eq domain
permit tcp 192.168.70.0 0.0.0.255 host 192.168.60.10 eq domain
permit udp any eq bootpc any eq bootps

// Block access to any internal company network
deny ip 192.168.70.0 0.0.0.255 192.168.0.0 0.0.255.255
deny ip 192.168.70.0 0.0.0.255 10.0.0.0 0.255.255.255

// Allow access to external internet
permit ip 192.168.70.0 0.0.0.255 any
exit

// 2. ACL for protecting the Finance network (VLAN 40)
ip access-list extended FINANCE PROTECTION

// Allow administration and IT access
permit ip 192.168.10.0 0.0.0.255 192.168.40.0 0.0.0.255
permit ip 192.168.20.0 0.0.0.255 192.168.40.0 0.0.0.255

// Allow return traffic (Established Traffic)
permit tcp any 192.168.40.0 0.0.0.255 established

// Prevent other departments fromaccessing the finance department
deny ip any 192.168.40.0 0.0.0.255

// Allowing the rest of the normal traffic flow
permit ip any any
exit



// 3. Applying ACLs to SVIs interfaces
interfacevlan 70

ip access-group GUEST RESTRICTION in
exit

interface vlan 40
ip access-group FINANCE PROTECTION out
exit

end
wr

Setting up the ACL on Branch-R1
Required security :

e Allow DHCP and DNS (from the HQ server).
Allow internet access only.

Block access to local branch networks (192.168.110.0/24,
192.168120.0/24).

Block access to all internal HQ networks (192.168.0.0/16, 10.0.0.0/8).
In Branch-R1

conf t

// Create the ACL dedicated to isolating the guest in the branch
ip access-list extended BRANCH GUEST ACL

// 1. Allow DHCP requests from the server
permit udp any eq bootpc any eq bootps

// 2. Allow DNS from the main server
permit udp 192.168.170.0 0.0.0.255 host 192.168.60.10 eq domain
permit tcp 192.168.170.0 0.0.0.255 host 192.168.60.10 eq domain

// 3.Block access to any internal network at the branch or HQ
deny ip 192.168.170.0 0.0.0.255 192.168.0.0 0.0.255.255
deny ip 192.168.170.0 0.0.0.255 10.0.0.0 0.255.255.255



// 4. Allow internet access
permit ip 192.168.170.0 0.0.0.255 any
exit

// Applying the ACL to the Guest's Sub-interface
interface gig0/2.70

ip access-group BRANCH GUEST ACL in

exit

end
wr

Enable Port Security on Access Switches

e In Access-SW1 (Mgmt &IT):

conf t

interface range fa0/1-2, fa0/10- 11
switchport port-security

switchport port-security maximum 2
switchport port-security mac-address sticky
switchport port-security violation restrict
exit

end

wr

e In Access-SW2 (HR & Finance):

conf t

interface range fa0/1-2, fa0/10- 11
switchport port-security

switchport port-security maximum 2
switchport port-security mac-address sticky
switchport port-security violation restrict
exit

end

wr

e In Access-SW3 (Guest & Sales):



conf t

interface range fa0/1-2, fa0/10- 11
switchport port-security

switchport port-security maximum 2
switchport port-security mac-address sticky
switchport port-security violation restrict
exit

end

wr

e In Branch-SW :

conf t

interface range fa0/1-2, fa0/10-11, fa0/20
switchport port-security

switchport port-security maximum 2
switchport port-security mac-address sticky
switchport port-security violation restrict
exit

end

wr

Close all unused ports (Unused Ports Shutdown)
To reduce the attack surface and prevent random delivery

e In Access-SW1 :

conf t
interface range fa0/3-9, fa0/12-24
shutdown

exit

end

wr

e In Access-SW2 :

conf t
interface range fa0/3-9, fa0/12-24
shutdown



exit
end
wr

e In Access-SW3 :

conf t
interface range fa0/3-9, fa0/12-24
shutdown

exit

end

wr

e In Access-Sw4a (Server Switch) :

conf t
interface range fa0/3 - 24
shutdown

exit

end

wr

e In Branch-SW :

conf t

interface range fa0/3-9, fa0/12-19, fa0/21-24
shutdown

exit

end

wr

e In Dist-SW1 and Dist-SW2 :

conf t

interface range gigabitEthernet 1/0/5-10, gigabitEthernet 1/0/12-22,
gigabitEthernet 1/1/1-4

shutdown



exit
end
wr

HQ Verification :

e Guest Isolation Test:
e From machine Guest PCO1
e execute ping 192.168.60.10 (the ping will fail)

e then execute ping 8.8.8.8
¢ (the internet connection will succeed)

Physical Config Desktop Programming Attributes

Command Prompt
A
C:\>
C:\>

C:\>

C:\>ping 8.8.8.8
Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time<ims TTL=253
Reply from 8.8.8.8: bytes=32 time<ims TTL=253
Reply from 8.8.8.8: bytes=32 time<ims TTL=253
Reply from 8.8.8.8: bytes=32 time<ims TTL=253

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
VLANTO VLANSO Minimum = Oms, Maximum = Oms, Average = Oms

With fastEthernet 011-2 With fas)

Switchport mode access Switchpd C :\)plng 192 . 168 . 60 . 10

Pinging 192.168.60.10 with 32 bytes of data:

Reply from 192.168.70.2: Destination host unreachable.
Reply from 192.168.70.2: Destination host unreachable.
Reply from 192.168.70.2: Destination host unreachable.
Reply from 192.168.70.2: Destination host unreachable.

Ping statistics for 192.168.60.10:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

5 829 1240 IR1101 § PT-Router

¢ Financial Protection Test:

e Fromthe Sales PC1 device, execute ping 192.168.40.10 (will fail
due to the ACL)

e while fromthe IT PC01 device the connection to finance will
succeed



Cisco Packet Tracer PC Command Line 1.0
C:\>ping 192.168.40.10

Pinging 192.168.40.10 with 32 bytes of data:

Reply from 192.168.40.10:
Reply from 192.168.40.10:
Reply from 192.168.40.10:
Reply from 192.168.40.10:

bytes=32 time<lms TTL=127
bytes=32 time<lms TTL=127
bytes=32 time<lms TTL=127
bytes=32 time<lms TTL=127

Ping statistics for 192.168.40.10:
Packets:

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

Sent = 4, Received = 4, Lost = 0 (0% loss),

Sales_PC1

C:\>ping 192.168.40.10
Pinging 192.168.40.10 with 32 bytes of data:

Reply from 192.168.50.2: Destination host unreachable.
Reply from 192.168.50.2: Destination host unreachable.
Reply from 192.168.50.2: Destination host unreachable.
Reply from 192.168.50.2: Destination host unreachable.

Ping statistics for 192.168.40.10:
Packets: Sent = 4, Received = 0, Lost = 4 (106% loss

J Port Securlty Verlflcatlon Execute the Command show port-security

interface fa0/1 on any Access

Switch to check the port status and

the automatic MAC Address ( sticky ) is set.

Access-SW1

Physical Config CL Attributes

105 Command Line Interface

Access SWl#
Access-SW1#

Access-SWl#show port- securlty interface fastEthernet 0/1

Port Security
Port Status
Violation Mode
Aging Time
Aging Type

SecureStatic Address Aging
Maximum MAC Addresses
Total MAC Addresses
Configured MAC Addresses
Sticky MAC Addresses

Last Source Address:Vlan
Security Violation Count

Access-SW1#

Enabled
Secure-up
Restrict
0 mins

: Absolute

Disabled

2

1

0]

1
0OEC.85C1.B058:10
0

Verifying the Guest PC1 device from Branch:

e Ping to the branch printer ( 192.168.120.1 ): Fails (Destination host

unreachable).

e Ping to the HQ server ( 192.168.60.10 ): Fails.
e Ping to the internet ( 8.8.8.8 ): Succeeds.



Guesi_PC1

Physical Config Desktop Programming Attributes

Command Prompt
L.\
C:\>ping 192.168.120.1

Pinging 192.168.120.1 with 32 bytes of data:

Reply from 192.168.170.1: Destination host unreachable.
Reply from 192.168.170.1: Destination host unreachable.
Reply from 192.168.170.1: Destination host unreachable.
Reply from 192.168.170.1: Destination host unreachable.

Ping statistics for 192.168.120.1:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

C:\>ping 192.168.60.1
Pinging 192.168.60.1 with 32 bytes of data:

Reply from 192.168.170.1: Destination host unreachable.
Reply from 192.168.170.1: Destination host unreachable.
Reply from 192.168.170.1: Destination host unreachable.
Reply from 192.168.170.1: Destination host unreachable.

Ping statistics for 192.168.60.1:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

C:\>ping 8.8.8.8
Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time<lms TTL=253
Reply from 8.8.8.8: bytes=32 time<lms TTL=253
Reply from 8.8.8.8: bytes=32 time<lms TTL=253
Reply from 8.8.8.8: bytes=32 time<lms TTL=253

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\>|

e This project establishes a resilient, production-ready enterprise network
architecture that balances continuous service availability with strict




access control

e By integrating Layer 2 redundancy, dynamic Dual-Stack OSPF routing,
centralized services, and granular Extended ACLs, the design effectively
eliminates single points of failure while securing critical enterprise assets
against unauthorized internal and external access



